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Acceptable Use Policy 
Students

1

Brompton Academy encourages all 
students to use the computer and wide 
range of other ICT facilities on site 
including access to the internet for 
education purposes.

By being issued an iPad to use at 
Brompton Academy you have agreed to 
the following:

“In learning you will teach, 
and in teaching you will 
learn.”

– Phil Collins
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1. You will bring the iPad to the Academy every day, fully charged and in the case 
provided.

2. You will be the sole user of your iPad during the Academy working day and will protect 
it with a 4 digit passcode.

3. You will back up your iPad each night to the iCloud so that all your work and learning 
is safe. (You must report it to iBar if the back up fails).

4. You will look after the iPad at home and at the Academy being very careful to avoid 
damage or loss through carelessness. (Place it on hard surfaces only - don’t leave it 
on chairs or sofas - do not place it anywhere near liquids - drinks, baths).

5. You will keep at least 8GB free for Academy apps and data.

6. You will update apps and iOS (the iPad operating system) regularly when notified by 
iBar.

7. You will report damage or loss of your iPad to the iBar immediately. (This may affect 
insurance claims for your Parent / Carer)

8. You will follow instructions if a member of the Academy staff or a visiting adult asks 
you to put the iPad away or stop using it.

9. You will only use the iPad for learning activities when in lessons. If you are playing 
games or doing other things not related to the lesson you understand that you will 
receive a behaviour sanction.

10. You will always ask permission before taking a photo, video or audio recording of 
anyone.

11. You will never upload any images, videos or audio recordings of anyone to the internet 
(e.g. Facebook, Twitter, YouTube).

12. You will keep the ‘Find your iPad’ feature enabled at all times.
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13. You will download apps only from the official App Store.

14. You will not tamper with the operating system or restrictions - this could invalidate 
your Parent / Carers warranty and insurance.

15. You will always report any examples of illegal / unacceptable behaviour using iPads to 
the iBar immediately.

16. You understand that your Parent / Carer have made an upfront contribution or monthly 
financial contribution towards the cost of the iPad. You know that it remains the 
property of the Academy until ownership is transferred at the end of the lease or on 
you leaving the Academy - full payment having been received. 

17. You understand that the apps licences which the Academy has provided on the iPad 
will be removed prior to full ‘hand over’ to you and your parent / carer.

18. You understand that the Academy reserves the right to change, amend and add to this 
policy to ensure it remains fit for purpose.
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Acceptable Use Policy 
Parent / Carer

2

Brompton Academy encourages all 
students to use the computer and wide 
range of other ICT facilities on site 
including access to the internet for 
education purposes.

This Acceptable Use Policy (AUP) for ICT 
systems is to protect Brompton Academy 
and our students from harm caused by the 
misuse of our ICT systems and equipment. 

“Things don't have to 
change the world to be 
important.”

– Steve Jobs
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Misuse includes both deliberate and 
inadvertent actions.

The effects of misuse of our systems can 
be severe. Potential damage includes, but 
is not limited to, computer viruses, legal 
penalties and lost learning resulting from 
network downtime.

Every student at Brompton Academy is 
responsible for the security and care of our 
ICT systems, hardware and the data 
stored on them. All students must ensure 
they follow the guidelines in this policy at 
all times.

Brompton Academy reserves the right to 
change, amend and add to this policy to 
ensure it remains fit for purpose.

‘ICT Services’ is the team who manage the 
ICT systems and hardware.

If a student is uncertain about anything 
regarding any of the ICT systems they 
should ask for help / clarification from ICT 
Services.

The Academy monitor the use of its ICT 
systems and the data on it at all times. 
This may include examination of the 
content stored within emails, data files and 
the access history of any student on the 

main network, removable media or 
individual iPads.

The Academy will regularly audit networks, 
systems and iPads to ensure compliance 
with this policy.

Security Responsibility

Students must have individual passwords / 
passcode for iPads and the network. 
These passwords must be secure and 
students must not allow others to access 
their accounts.

Students who are supplied with computer 
equipment by Brompton Academy are 
responsible for the safety and care of that 
equipment and the security of software 
and data stored on it and on other 
Brompton Academy systems that they can 
access remotely.

Students / Parent and Carer should take all 
actions necessary to make sure that they 
are properly protected against known 
threats and vulnerabilities. (e.g. having 
virus protection software on home 
computers if data / files are being 
transferred)

Students must at all times guard against 
the risk of malware (e.g. viruses, spyware, 
Trojan horses, rootkits, worms, backdoors) 
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being imported into Brompton Academy 
systems by whatever means and must 
report any actual or suspected malware 
infection to the iBar immediately (e.g. 
transferring / opening corrupted files / 
viruses).

Jailbreaking is the process of removing the 
limitations on Apple devices running the 
iOS operating system through the use of 
so f twa re and ha rdware exp lo i t s . 
Jailbreaking allows the download of 
additional applications, extensions, and 
themes that are unavailable through the 
official Apple App Store. Jailbroken 
devices are NOT permitted within the 
Academy.

Unacceptable Use

The activities listed below are provided as 
examples of unacceptable use, however it 
is not exhaustive.

All illegal activities; these include theft, 
computer hacking, malware distribution, 
breaking copyrights and patents and using 
illegal or unlicensed software or services. 
These also include activities that break 
data protection regulations. 

All activities damaging to the success of 
Brompton Academy; these include 
defamation of Brompton Academy. 

All activities for personal benefit that have 
a negative impact; these include activities 
that slow down the computer network (e.g. 
unauthorised streaming video, playing 
video games, downloading photographs / 
fil m s ) . V i e w i n g o r b e i n g p a r t o f 
inappropriate, unsuitable or i l legal 
behaviours which includes pornography, 
gambling, inciting hate, bullying and 
harassment. 

Access ing soc ia l med ia such as 
Facebook, Twitter or LinkedIn unless 
required to do so as part of learning.

Bypassing the ICT security systems which 
Brompton Academy has put in place. 
Moving any hardware without the explicit 
instruction of the iBar. Using another 
person’s (student or staff) password or 
hardware. Accessing any other person’s 
work / files or interfering with / damaging 
these in any way. Lack of care / respect for 
Brompton Academy equipment: where 
prov ided, a lways us ing Brompton 
Academy protective cases.

Applying good ‘keep safe’ rules to 
equipment use at home and in the 
Academy - for instance never leaving 
iPad’s on chairs / sofas; always placing 
them on a hard surface such as a table. 
Always keeping them away from the 
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dangers of liquid damage. Please be 
aware that some behaviours may 
invalidate the insurance or warranty such 
as changing settings or attempting to 
jailbreak the iPad.

All activities which fall into the category of 
'Unacceptable use’ will be subject to 
sanctions and consequences applied 
using the Academy’s Behaviour policy. In 
some cases these behaviours might lead 
to suspension or permanent exclusion 
from the Academy.

Enforcement

Any student found to have violated this 
policy may be investigated under the 
Academy discipline policy, this may lead to 
access to the Academy system being 
limited or disabled, confiscation of 
Academy issued devices or in some cases 
exclusion or permanent exclusion.

Brompton Academy will not tolerate any 
misuse of its systems and will discipline 
anyone found to have contravened this 
policy.

Please note: The Academy web filtering 
system stops working once the iPad is out 
of range of the Academy wi-fi network 
(unless you have signed up to our optional 
external filtering services for £10 a year). 

For more information about this service 
please contact our Director of Learning 
Technologies, Mr David Mills).
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