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Online safety is of paramount importance to ensure our children are at minimal risk when accessing
the online world. It is imperative that schools, parents and carers work together to take an active
role in teaching children about online dangers. Learning how to act safely when using the internet is
an incredibly important part of safeguarding our children.

We are therefore delighted to announce that Brompton Academy have shown our commitment to

protecting our students online by working with National Online Safety, providing resources for all

parents and carers.

The resources include Parents & Carers courses (presented by Myleene Klass), online video
resources and weekly guides covering a huge range of topics, including:

e Online Relationships

Fake Profiles & Social Bots
Online Bullying

Online Grooming

Child Sexual Exploitation
Sexual Harassment & Violence
Sexting

Live Streaming

Online Identity

Screen Addiction

Online Challenges
Overspending

Social Media Platforms

e Online Gambling

e Radicalisation, Terrorism & Extremism
Age Inappropriate Content
Copyright & Ownership
Hacking

Fake News

Online Fraud

Online Reputation

Personal Data

e Pornography

e Targeted Adverts & Pop-Ups
e The Dark Web

e Games & Trends

To create your account, please follow https://nationalonlinesafety.com/enrol/brompton-academy

and complete your details. When you’re set up, you'll be able to set ‘Parent/Carer’ as your user type.
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You can access National Online Safety online via any device- including via our brand-new
smartphone app. To download the app, please go to:

https://apps.apple.com/gb/app/national-online-safety/id1530342372

https://play.google.com/store/apps/details?id=uk.co.nationaleducationgroup.nos

Alternatively, search for ‘National Online Safety’ in the App Store/Google Play Store.

To coincide with this launch our personal tutoring sessions within the academy this week will have a
focus on online safety, please do make use of the above resources to continue these conversations

with students at home.

Yours faithfully

< OTN

Mt Stanley

Assistant Principal

Sixth Form & Online Safety
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At National Online Safety we believe in empowering parents, carers and t.
feel it is needed. This guide focuses on one platform of many which we

Omegle is a website that pairs random strangers for live text or v

rusted adults with the information they need to hold an informed conversation about online safety with their children, should they
believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

ideo chats. It first launched in 2009

and its slogan is “Talk to strangers!” There is an option for aduit (18+) content and a section for
people aged 13+ with parental permission. Anyone can use the site. Users simply go to Omegle.com
and then choose ‘Text' or‘Video’ chat and the page states how many users are currently online.
Depending on the time of day this can be hundreds of thousands. Omegle markets itself as a great
way to meet new friends however has been known to feature pornography and inappropriate
content within chats, so it'simportant parents are aware of the risks associated with the site.

What paren(s need to know abouf, g\

Omegle is completely free to use and allows
users to communicate with others without the
need to register, supply an email address or
create a profile. This means users can remain
anonymous and it's hard to trust who your
children are talking to. Furthermore, there are
no age verification measures and other than
agreeing to the terms and conditions, your
child can easily start online engagement with
strangers and potentially access more adult
themed content.

PRIVACY RISK VIA FACEBOOK |

le can be linked to a user's Facebook account to

(o]

match thelr interests and likes with other users. This

means that Omegle can access your child’s basic

Facebook information, and Facebook friends may 4

potentially view Omegle . In addition, users can
save the chatlog and share the link without the other
user's km;'wledghe :&Iet;s not ":mmon then for usersto
request being a to S Instagram or
WhatsApp for further interaction, moving the
conversation Into a more personal setting.

 National
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DISCUSS RISKS WITH
YOURCHILD

Itisimportant to speak to your child about the

dai of Omegle. Guiding and educating young
children is far more useful than ignoring the
possibility of Omegle being accessed. Explain to
your child that Omegle is not completely
anonymous and that other users will and do use
Omegle to exploit oﬂm.:;gloemphaslsethedsk
of speaking gers and that engaging online
Is no different to engaging offline.

Try to discourage your child from using video chat on
Omegle. Not only is there no filters or moderation in place,
but children may be coerced into sharln? intimate images
or videos of themselves, which is illegal if they are under 18
and may be used against them. Omegle text chathas a
degree of moderation controlled by Omegle through
software and several actual moderators. The software
moderates, identifies and prevents certain words and
sequences of words to try and prevent bullying and
grooming however is still not a 100% failsafe.

Meet our experf,

Jonathan Taylor is an online safety expert and former
Covert Internet investigator for the Metropolitan
Police. He is a specialist in online grooming and
exploitation and has worked extensively with both
UK and international schools in delivering training
and guidance around the latest online dangers, social
media apps and platforms.

SOURCE: http://www.omegle.com

| RISK OF CYBERBULLYING

Theal ity of Omegle can increase
the risk of cyberbullying on the site.
Engaging in chat with strangers means
that topics of conversation can lead

mﬁm including discussions

body image or the sharing of

other Blersonal information. With the
avallabllity of video chat as well, this could
lead to children being coerced or forced
Into carrying out activities online which
could then be used against them.

RISK OF EXPLOITATION

Om chat picks another user at random
and there is very little way of verifying who
your child may be chatting to. This can lead
to a number of risks including catfishing
. (users pretending to be of similar age),

/ lden:?ﬂ\eft (users eliciting Information to

| commit fraud) and sexual/| ical
grooming (users coercing otherstoactina
way ordo ing they wouldn't
normally do).

PROTECT beﬁ'sbﬁhq ¢
INFORMATION |

Omegle does not provide advice about how to protect your
personal information so it's important that children are aware of
what they should and shouldn’t share online and with whom. if
they use Omegle, always advise against sharing any personal
information such as their real name, age, phone number, address
or any other personal identifiable information. This also includes
details of their social media accounts or gaming ID’s. You should
also adjust your child’s Facebook settings to control what
information is shared with Omegle.

It’s always an excellent idea to geta
feel for the website or app your child
is using so that you can see and
understand the issues and risks for
yourself. More importantly, it will
also provide you with first-hand
experience of the risks and dangers
if/when you decide to speak to your
child about Omegle and what they
need to be aware of.

_ UNMODERATED CHAT ,
Omegle encourages video chat as much as it can, prompting users
during their text chat to activate their web cam. Whilst text chat
has a degree of moderation, the content in Omegle’s video chat
raoms Is not moderated by administrators and, at any time of the
da&there can be thousands of users online.

Thi mapw child could easily come "w:gm 1 "y
una orinappropriate or . Omegle currel
offers no function for reporting online abuse or inappropriate
behavlouronnssneandlnmadonlydfersadvlcepﬁ:'rlmebe
careful’ It also advises to‘Use Omegle at your own peril.

Di ctif makes you feel fortable!

\»ADULTTHEMED CONTENT )
Uﬁbﬂunagejy,Omegleﬂ;nmsfoﬂts =

users to expose themselves or e in sexual acts. If
a user selects video chat, then mm user's

webcam will automatically be switched on before the

action to’end chat’can be selected. There is also no

‘preview’ in smaller thumbnail windows. As video f

chat s so easy to access, it means that unintentionally

viewing more mature, inappropriate or even lilegal —
images can't always be avoided.

@ Cafety Tips for [arents o) ?‘ @

REPORT CONCERNS |
If your child comes across
any inappropriate content or
something which upsets
them on Omegle, then it's
Important that they are able
to discuss it with you and
that you provide them with
the support they need. If you
think the content is illegal,
then it must be reported to
the police.

(USE PARENTAL CONTROLS

Omegle is a website chat service. Children can only access
the text chat on their phone and would need access to a
PC or laptop to engage in video chat. If you have genuine
concerns over Omegle and don't wish your child to access
the site, you can add www.omegle.com to the list of

b d websites and URLs. H , it's important to
remember that Omegle can still be used via a web browser
on an iPad, tablet, smart TV or gaming device and similar
controls would need to be implemented on each of these
devices separately.

www.nationalonlinesafety.com Twitter - @natonlinesafety Facebook- /NationalOnlineSafety Instagram - @nationalonlinesafety
Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 11.03.2020




